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• Identify criminals (via SAR-C)

• Provide a casino point of contact

• Provide a Special Agent point of contact

• Work alongside with our law enforcement and 
regulatory partners (PA State Police and PA Gaming 
Control Board)

• Reinforce – only interested in criminals



CI serves the American public by investigating 
potential criminal violations of the Internal Revenue 
Code (T26) and related financial crimes (T31 BSA and 
T18 Money Laundering) in a manner that fosters 
confidence in the tax system and compliance with the 
law.



 Enforcement of tax laws

 Legal source 

 Earn income from legal source occupation but violate tax laws

 Evasion, skimming, etc.

 IRS is the only agency that investigates legal source income 

 Illegal source 

 Narcotics

 Money laundering

 Money laundering violations

 Bank Secrecy Act Laws

 Suspicious activity (SAR)

 Currency Transaction Reports (CTR)



 Artichoke Joe’s Casino Turned a Blind Eye to Loan Sharking, Suspicious 
High-Value Chip Transfers, and Flagrant Criminal Activity for Years ($8 
Million)

 FinCEN Fines Cantor Gaming $12 Million for Egregious and Systemic 
Violations of Anti-Money Laundering Rules ($12 Million)

 California's Hawaiian Gardens Casino Fined $2.8 Million for Repeated 
Anti-Money Laundering Violations

 FinCEN Fines Atlantic City Casino $10 Million for Significant and Long 
Standing Anti-Money Laundering Violations



 What regulators expect 

 Communication between state authorities and IRS

 Potential for additional fines

 Additional scrutiny of casino operations



“Casinos are good and important partners” (Director Blanco - August 2018)

 The value of BSA Data (provides leads, expand cases, and provides 
alerts)

 Utilizing information to ensure compliance (important for monitoring 
suspicious activity)

 Increasing information sharing through Section 314(b) of the USA Patriot 
Act. 

 Cybersecurity and emerging payments (how to adapt to new challenges)



 Multi-Agency Task Force to review SARs & develop 
potential criminal cases 

 100% review of the SARs coded as BSA/Money 
Laundering over certain threshold

 Criminal cases

 Referrals to other agents/agencies

 Notification of Law 



 Do Include:

 Approximate dollar amounts (if actual is unknown)

 Identification of the person making transaction

 and others/associates

 Summary of allegation at the beginning of the SAR.

 Be direct

 Whether it’s the first, 2nd, 3rd filing;

 Summary of transaction



 Do Include:

 Info regarding contact with customer…

 If the customer changed the transactions after 
learning that a CTR would be filed

 Brochures, warning letters provided to customer

 Suspicious comments made:

 Anti-tax, anti-IRS, drugs, prostitution, etc.

 Knowledge of the reporting requirements

 Did the customer ask how to avoid the CTR

 Did the customer ask you to not do a CTR



 Do Include:

 It is critical to save statements made by the 
customer.

 Please include the name of the employee who made 
the observation, had the conversation, etc.



 Tell us what you think is going on…

 It can be tough to simply read a SAR narrative and be 
able to determine with certainty what is happening

 Preliminary investigation may be generated as a result 
of your SAR, so be prepared… 



 We are not interested in your “whales” or high 
rollers with a VERIFIED source of income unless, 
of course, you suspect something suspicious… (ie, 
activity prior to “suspicious” activity)

 We are interested in players unknown to you with 
unusual playing pattern and/or an unverified 
source of income



 CTRs are triggered by an actual cash transaction of 
more than $10,000. Casinos are required to file a SAR 
if it knows, or suspects, or even has reason to suspect, 
that a transaction involves funds derived from illegal 
activities.

 A casino will be fined if no SAR is filed when an 
executive has an actual suspicion, or with 20/20 
hindsight when the casino employee should have had a 
suspicion.

 Potential conflicts of interest.



 Section 314(b) of the USA PATRIOT Act provides 
financial institutions with the ability to share 
information with one another, under a safe harbor 
that offers protections from liability, in order to 
better identify and report potential money 
laundering or terrorist activities. 314(b) 
information sharing is a voluntary program, and 
FinCEN strongly encourages information sharing 
through Section 314(b).



CTR Audit

 Accurate / Timely / Complete CTRs

 Delinquent CTRs

 Aggregation Procedures



SAR Audit
 Accurate / Timely / Complete SARs
 Do SARs have the Five Ws? Who, What, Why, Where 

and When
 Incident Reports
 Computer Data for back of the house SAR analysis, do 

you have BOH procedures?
 MTL Analysis / Chip Walk / Structuring / Patterns
 Slot Ticket Analysis Issued / Redeemed
 Negotiable Instruments Issued / Received



SAR Audit

 Wires

 Surveillance Logs

 Race & Sports Book Unknowns

 High Risk Individuals

 KYC / Source of Funds

 Due Diligence



Recordkeeping

 Front Money Accounts

 Credit Accounts

 NIL

 Wire Requirements



Casinos Preparation for a Title 31 Exam

 Respond to IDRs / initial / subsequent in a 
timely manner

 Staffing levels

 Look at AML Program as casinos changes and 
offers new services / games etc...update 
accordingly



Casinos Preparation for a Title 31 Exam

 Keep the lines of communication open

 DOCUMENT/ DOCUMENT/ DOCUMENT



Additional Topics For Conversation
 CTRs and using all available information to complete, 

non-critical fields
 Does the casino have policies and procedures to 

obtain, occupation, email, etc…
 TITO tickets and linking patrons to redeemed tickets if 

using a players card to aggregate for CTR purposes
 Continuing Activity SARs and suspicious behavior
 Procedures to evaluate the continued relationship with 

repeat SAR subjects
 EDD (Enhanced Due Diligence procedures) 



 Case Initiation
 Referred from IRS Civil Collection

 Historical Relevance/Significance
 FINCEN SAR/CTR Portal developed T31 Charges

 Affirmative Acts
 Provided false SSN to multiple financial institutions
 Multiple attempts by Subject to structure cash 

transactions
 Subject resorted to using co-conspirators to conduct 

simultaneous transactions



 Maintaining Source Documentation 
(Examples)

 Customer Player Card Applications

 Supervisor/Employee/Security Reports

 Cage Photos

 Video Surveillance



 Cannot disclose the existence of a SAR in reports, 
affidavits for warrants, to the subject of a SAR

THANK YOU FOR ALL    
YOUR EFFORTS





IRS-CI Casino Gaming Rep

SA Angelo Horiates III– 267-941-6398

Angelo.Horiates@ci.irs.gov

SAR Review Team

Eastern District of Pennsylvania

(Philadelphia)
SA Marita Gehan 484-636-0470

Marita.Gehan@ci.irs.gov



Money Laundering Watch: British Columbia’s Gaming Industry 
Reportedly Faces Serious Money Laundering Vulnerabilities 

By Mary K. Treanor on July 15, 2018 

First Part in a Two-Part Series on the Gaming Industry and AML

U.S. Regulatory Regime Favorably Cited in Report for B.C. Attorney General 

British Columbia’s (B.C.) Attorney General David Eby recently released an independent and very detailed 

report examining money laundering in B.C.’s gaming industry and providing 48 recommendations to 

combat the problem. Eby appointed Peter German, a former deputy police commissioner and leading 

expert on money laundering, to conduct a six-month investigation into allegations of money laundering in 

the Lower Mainland casinos after reports emerged that one Vancouver-based casino accepted $13.5 million 

in $20 bills over the course of one month in 2015. See Peter M. German, QC, Dirty Money: An Independent 

Review of Money Laundering in Lower Mainland Casinos Conducted for the Attorney General of British Columbia (Mar. 

31, 2018) (German Report).  



Following German’s investigation, which included over 150 interviews with industry and government 

insiders in B.C., Ontario, and the United States, German issued the German Report to detail his findings 

and recommendations. The report reveals that a multitude of alleged criminal syndicates, tied primarily to 

China, have used Vancouver-area casinos to launder money. It highlights the anti-money laundering (AML) 

challenges faced by a predominantly cashed-based industry, and also underscores the systemic issues that 

have made B.C.’s gaming industry an alleged breeding ground for money laundering: a dysfunctional, 

fragmented regulatory regime that lacks independence. To streamline and strengthen B.C.’s regulatory 

framework, the German Report recommends creating an independent gaming regulator analogous to the 

regulatory regime in the United States. The German Report focuses on the Nevada Gaming Commission 

and Nevada Gaming Control Board, whose Enforcement Division “acts as a first line of defence against 

organized crime and bulk cash buy-ins[,]” whereas the federal Financial Crimes Enforcement Network, “[i]n 

partnership with Internal Revenue Service, acts as the enforcement arm for most money laundering issues.” 

In announcing the German Report, Eby blamed the former Liberal government for “turn[ing] a blind eye to 

the escalating money laundering in B.C. casinos.” He also stated his acceptance of all 48 of these 

recommendations. 

In this post, we will describe the findings and recommendations of the German Report. In the next post, we 

will contrast the B.C. regulatory regime described in the German Report with the AML regulatory regime in 

the United States involving the gaming industry, and the recent enforcement actions which it has produced. 

The German Report’s Findings 

The German Report states that criminal syndicates, largely based out of China, began laundering dirty 

money in Vancouver’s casinos on a large scale beginning around 2010. In a typical scheme, dubbed the 

“Vancouver Model,” Chinese individuals agree to accept cash, typically in $20 stacks, in Canada from a 

lender. The lender and an underground banker in China then settle accounts. After this, the individual uses 

the cash to buy in at a casino, gambles, and receives either a check or a high denomination of bills upon 

leaving the casino. At its peak in July 2015, B.C. casinos reported $20 million per month in suspicious 

transactions. However, this number already has dropped precipitously, with casinos reporting only $200,000 

in suspicious transactions in March 2018. 

The German Report identifies three main causes of the Vancouver Model: (1) a dysfunctional and 

fragmented regulatory regime; (2) a lack of regulatory independence, and (3) inadequate resources to 

effectively monitor the industry. 



According to the German Report, B.C.’s regulatory regime is comprised of several layers of bureaucracy 

fraught with dysfunction and “divisive rivalries” among the various regulatory entities. Moreover, these 

regulatory entities serve dual – and, at times conflicting – roles. The British Columbia Lottery Corporation 

(BCLC), whose sole shareholder is the province, has the “primary goal” of “maximiz[ing] the revenue which 

government obtains from gaming.” The BCLC currently accrues about 65% of the gaming industry’s 

revenue, which is used to fund the province’s social welfare programs. However, the BCLC is also tasked 

with supervising the “conduct and management” of the industry. The BCLC contracts with service 

providers to operate casinos and is responsible for reporting suspicious activity to B.C.’s Financial 

Transactions and Reports Analysis Centre of Canada (FinTRAC). FinTRAC, in turn, reviews reports 

detailing suspicious activity and disseminates material to numerous agencies. 

The Gaming Policy and Enforcement Branch (GPEB) serves as the primary regulator of the industry and 

specifically regulates all “gaming operations, facilities, employees, equipment and activities in the 

providence.” However, the GPEB’s power is constrained by the fact that it cannot encroach upon the 

BCLC’s jurisdiction. This means that the GPEB is precluded from undertaking “any activity related to the 

conduct, management or operation of gaming.” As a result, the report finds, the “GPEB relies ninety 

percent on [BCLC] investigators and [service provider] surveillance reports.” Moreover, the GPEB also 

operates as the B.C. government’s policy center for gaming. As the report explains, GPEB employees are 

often “mired down” with work assigned by the B.C. government– such as position papers and briefing 

notes – to “the detriment of enforcement and other responsibilities.” 

According to the German Report, the BCLC and GPEB historically have operated at odds with one another 

rather than work in coordination. As a result, both entities lack key information possessed by the other, 

leading to the “perception that GPEB and, to a lesser degree, BCLC do not sufficiently understand the 

economics and business of gaming.” Moreover, as the report notes, GPEB employees are “frustrated by the 

lack of tools to regulate BCLC and to carve out a role in the AML landscape.” The GPEB is “constantly 

being reminded by the BCLC that it does not have conduct and manage responsibility, leaving BCLC in the 

role of pseudo-AML regulator of its own franchisees, the casino operators.” 

This fragmented regulatory scheme also has led to the imposition of onerous, oftentimes duplicative 

requirements on casinos and service providers. For example, service providers are subject to separate audits 

by the BCLC, GPEB, FinTRAC, and the providers’ own company auditors. In addition, casino operators 

are responsible for completing and submitting transactional reports to both BCLC and GPEB. 

Finally, the German Report finds that the current framework lacks sufficient resources. It describes the 

BCLC’s current AML unit as small and emphasizes that fact that the unit does not work nights or weekends. 



BCLC has one senior employee on call to help casino service providers after traditional business hours. As a 

result, the report explains, the BCLC currently fails to adequately address AML issues in real-time. 

The German Report’s Recommendations

To address its findings of dysfunction, the German Report recommends the following: 

 Creating an independent gaming regulator to regulate the industry in one streamlined, coordinated 
approach analogous to the United States’ AML regulatory framework; 

 Amending the governing law to “clearly delineate the roles and responsibilities” of BCLC and the 
independent regulator; 

 Requiring the BCLC to report to the independent regulator; 

 Requiring service providers, instead of the BCLC, to complete all necessary reports to FinTRAC; 

 Creating a Transaction Analysis Team to meet at least once a week to review suspicious transaction 
reports; 

 Creating a Gaming Enforcement Police Service (“GEPS”) to provide around-the-clock AML 
surveillance; and 

 Imposing mandatory training for front-line gaming personnel. 

Attorney General Eby has stated his government’s commitment to implement all 48 recommendations. 

After receiving an interim report in December, Eby’s government has already implemented some of the 

regulations. It credits this early implementation to the recent arrest of an international money laundering 

suspect, Dan Bai Shun Jin, in May. 

In the next post, we will contrast the B.C. regulatory regime described in the German Report with the AML 

regulatory regime in the United States involving the gaming industry, and the recent enforcement actions 

which it has produced. 

To subscribe to Money Laundering Watch, visit www.moneylaunderingwatchblog.com/subscribe.  



Money Laundering Watch: The U.S. Casino and Gaming 
Industry: AML/BSA Regulation and Enforcement 

By Mary K. Treanor, Peter D. Hardy & Terence M. Grugan on July 16, 2018 

Second Part of a Two-Part Series on the Gaming Industry and AML

As we blogged yesterday, British Columbia’s (B.C.) Attorney General David Eby recently released an 

independent and very detailed report examining money laundering in B.C.’s gaming industry and providing 

48 recommendations to combat the problem. See Peter M. German, QC, Dirty Money: An Independent Review of 

Money Laundering in Lower Mainland Casinos conducted for the Attorney General of British Columbia (Mar. 31, 2018) 

(German Report). As we noted yesterday, when discussing the U.S. regulatory system, the German Report 

favorably cites the Nevada Gaming Commission and Nevada Gaming Control Board, whose Enforcement 

Division “acts as a first line of defence against organized crime and bulk cash buy-ins[,]” and further 

observes that the federal Financial Crimes Enforcement Network, “[i]n partnership with Internal Revenue 

Service, acts as the enforcement arm for most money laundering issues.” 

The U.S.’s more robust, streamlined AML regulatory regime, although hardly perfect, stands in stark 

contrast to the dysfunction alleged in the German Report that plagues B.C.’s current framework. In this 



post, we describe the U.S. AML regulatory regime for the gaming industry, and the recent enforcement 

actions which it has produced. Although the pace of AML enforcement has been somewhat sporadic, it 

appears to be increasing over time in regards to the gaming industry. Certainly, attention by regulators — as 

well as by the industry itself — to AML/BSA compliance has increased over the last several years. 

The U.S. AML Regulatory Framework for the Gaming Industry 

As a threshold matter, the Financial Crimes Enforcement Network (FinCEN) has authority to investigate 

casinos for compliance with and violations of the Bank Secrecy Act (BSA). FinCEN, in turn, has delegated 

to the Internal Revenue Service (IRS) its authority to examine casinos for compliance with the BSA. Under 

this framework, if the IRS identifies significant BSA violations during a casino examination, FinCEN 

initiates an investigation into that casino and, depending on the investigation’s outcome, may assess a civil 

penalty against the casino. As a result, the IRS and FinCEN work in conjunction while enjoying broad 

mandates that are not at odds with one another. 

And, in contrast to the B.C. system described in the German Report, the U.S. has implemented more 

streamlined regulatory requirements for casinos pursuant to the Bank Secrecy Act (BSA), including: 

 Filing suspicious activity reports (“SARs’) for suspicious transactions of at least $5,000; 

 Filing currency transaction reports (“CTRs”) for cash ins or cash outs exceeding $10,000; 

 Complying with certain recordkeeping requirements for up to five years, including a casino’s receipt 
of funds for each customer, bookkeeping entries for debits or credits into a customer’s casino 
account, and credit extensions exceeding $10,000; and 

 Implementing AML compliance programs. 

FinCEN issued guidance in 2010 regarding AML/BSA compliance programs in the gaming industry, stating 

that, “at a minimum,” such a program must include: 

 A system of internal controls to assure ongoing compliance with the BSA; 

 Internal or external independent testing for compliance with a scope and frequency commensurate 
with the risks of money laundering and terrorist financing posed by the products and services 
provided; 

 Training of casino personnel, including training in the identification of unusual or suspicious 
transactions; 

 An individual or individuals to assure day-to-day compliance with the BSA; 

 Procedures for using all available information to determine and verify, when required, the name, 
address, social security or taxpayer identification number, and other identifying information for a 
person; 



 Procedures for using all available information to determine the occurrence of any transactions or 
patterns of transactions required to be reported as suspicious; 

 Procedures for using all available information to determine whether a record required under the 
BSA must be made and retained; and 

 For casinos and card clubs with automated data processing systems, use of the programs to aid in 
assuring compliance. 

Arguably, the gaming industry remains one of the last bastions of a major business that still often deals 

significantly in cash — in a world increasingly driven by technology and credit. To that end, some gaming 

businesses may attract a disproportionate share of customers seeking to avoid ensconced BSA reporting and 

record-keeping requirements, including the CTR filing requirement. Similar to some of the allegations in the 

German Report, some casinos also may attract certain individuals from across the globe who potentially are 

attempting to undermine certain laws in their home country, including tax reporting obligations. 

AML Enforcement and the Gaming Industry

In recent years, FinCEN has shown an increased focus on AML compliance in the gaming industry. It 

assessed only three civil penalties against casinos, for a total of $1.6 million, from 2003 to 2014. In contrast, 

it imposed approximately $110 million against casinos from 2015 through 2016 and has pursued four 

significant enforcement actions since 2016. 

As we have blogged, FinCEN announced on May 3, 2018 that it imposed a $5 million civil monetary penalty 

against Artichoke Joe’s for the casino’s alleged deficiencies in its BSA compliance. FinCEN asserted that 

Artichoke Joe’s AML program failed to implement sufficient procedures to identify loan-sharking 

operations. It found that: (1) the club’s senior management admitted loan-sharking operations were 

commonplace and observed by employees; (2) the club failed to file SARs and CTRs in compliance with the 

BSA; and (3) the club failed to undertake an independent audit after illegal loan sharking was initially 

detected. 

FinCEN also pursued three large enforcement actions in 2016, about which we have also blogged: 

 Cantor Gaming: FinCEN assessed a $12 million civil penalty against Cantor Gaming for purportedly 
“egregious and systemic” AML compliance failures on October 3, 2016. It found that Cantor 
Gaming failed to (1) provide adequate AML training for its officers and employees; (2) use all 
available information to identify and report suspicious transactions; and (3) maintain adequate 
internal controls to detect money laundering. 

 Hawaiian Gardens Casino: On July 15, 2016, FinCEN imposed a $2.8 million civil penalty against 
the casino for allegedly repeatedly violating its BSA requirements. FinCEN attributed these failures 
to the club’s lack of a compliance culture, emphasizing that: (1) its leadership failed to meet as 



required by its charter; (2) its leadership failed to review and approve its risk assessment; and (3) its 
management failed to implement policies and procedures for customer identification. 

 Sparks Nugget: On April 5, 2016, FinCEN imposed a $1 million civil penalty against the company 
for purportedly engaging in willful and repeated AML violations. FinCEN alleged that: (1) the 
company’s committee for deciding whether to file SARs never actually met and it included members 
that did not know that they were on the committee; (2) the company prohibited its compliance 
managers from interacting with BSA examiners; and (3) the casino used customer information only 
to further its business interests and not to comply with the BSA. 

To subscribe to Money Laundering Watch, visit www.moneylaunderingwatchblog.com/subscribe.  



Money Laundering Watch: FinCEN Extends $3 Million Carrot to 
Card Club and Casino: Reduce Assessed Civil Penalty by 
Completing Compliance Undertakings 

By Peter D. Hardy, Stefanie Jackman & Terence M. Grugan on May 7, 2018 

FinCEN announced on May 3, 2018 that Artichoke Joe’s, a card club and casino located in San Bruno, 

California and founded in 1916, has entered into a revised civil money penalty assessment regarding alleged 

deficiencies under the Bank Secrecy Act (BSA). The most interesting aspect of this revised assessment is 

that it allows the casino to reduce its original $8 million penalty by $3 million if it successfully completes 

certain compliance undertakings. 

No press release has been issued to date by FinCEN regarding this revised assessment, so its specific genesis 

is unclear. Nonetheless, the revised assessment illustrates that financial institutions facing Anti-Money 

Laundering (AML)/BSA enforcement actions might be able to mitigate the financial consequences — not 

only when negotiating the initial penalty assessment, but even after it has been imposed — by undertaking 

steps towards enhanced compliance and monitoring. It is also unclear whether the onerous nature of the 



original assessment, when compared to the available financial resources of the assessed institution, may have 

played a role in the revision. 

On November 15, 2017, FinCEN originally assessed a civil money penalty of $8 million against Artichoke 

Joe’s, doing business as Artichoke Joe’s Casino (AJC), which represented a “financial institution” and a 

“card club” within the meaning of the BSA . The original assessment contained no section regarding 

compliance undertakings for the casino to perform. According to the original assessment, the FinCEN 

action was not the first run-in with law enforcement experienced by AJC: 

. . . . The Internal Revenue Service (IRS) examines card clubs for compliance with the BSA under 
authority delegated by FinCEN. IRS conducted an examination of AJC in 2015 that identified 
significant violations of the BSA. 

On May 9, 2011, AJC entered into a stipulated settlement with the California Bureau of Gambling 
Control. AJC agreed to pay a fine of $550,000, with $275,000 stayed for a two-year period, and 
agreed to modify its surveillance, work with the city of San Bruno to improve coordination with law 
enforcement, replace employees at the Pai Gow tables, and provide additional training on loan-
sharking, illegal drugs, and compliance with the BSA. 

The press release issued at the time by FinCEN was more explicit: 

“For years, Artichoke Joe’s turned a blind eye to loan sharking, suspicious transfers of high-value 
gaming chips, and flagrant criminal activity that occurred in plain sight. FinCEN’s $8 million civil 
penalty results from the card club’s failure to establish adequate internal controls and its willful 
violations of the Bank Secrecy Act,” said Jamal El-Hindi, Acting Director of FinCEN. “Casinos, 
card clubs and others in the gaming industry should consider their risk of exploitation by criminal 
elements, and understand that they will be held accountable if they disregard anti-money laundering 
and illicit finance laws. This significant action highlights the need for all entities, including those in 
the gaming industry, to build a robust culture of compliance into their policies and procedures to 
ensure they are not facilitating illicit activities.” 

. . . . In March 2011, AJC was the subject of a raid by state and Federal law enforcement which led 
to the racketeering indictment and conviction of two AJC customers for loan-sharking and other 
illicit activities conducted at AJC. AJC senior-level employees knew that loan-sharks were 
conducting criminal activity through the card club and using AJC gaming chips to facilitate illegal 
transactions. Nonetheless, AJC failed to file any Suspicious Activity Reports (SARs) on this activity. 
For example, there were several instances in which loan-sharks provided AJC chips to customers on 
the gaming floor within plain sight of AJC employees. 

Indeed, the original and revised civil assessments allege that from October 2009 through November 2017, 

AJC: 

 Failed to implement an adequate system of internal controls to assure ongoing compliance with the 
BSA, including by (i) having AML policy which had blank spaces or contained placeholder language 
such as “Insert explanation of how we intend to accomplish;” (ii) failing to monitor and review 
subsequent activity by customers on whom AJC previously had filed a SAR; and (iii) failing to have 



internal controls to mitigate the risks associated with “backline betting,” which allows customers to 
pool or co-mingle their bets with relative anonymity. 

 Failing to use all available information to identify and verify customer information, and to file 
complete SARs that fully describe the extent of suspicious activity, including through an adequate 
narrative section. 

 Failing to file SARs regarding AJC chips allegedly used to facilitate loan-sharking. 

 Responding to a specific government inquiry about loan-shark activity by stating, through a former 
Facilities Manager, that “It’s a Casino. There’s always [expletive] loan-sharks.” 

 Failing to conduct adequate AML/BSA independent testing, such as by conducting AJC’s first 
independent test only after the executive of search warrants and arrests by state and federal officials. 

The assessments explain that FinCEN arrived at the original assessment of $8 million by considering the 

financial condition of AJC and ability to pay; the size and sophistication of AJC (described as “one of the 

larger clubs operating in California”); the severity and duration of the BSA violations at issue; AJC’s 

awareness of loan-sharking activity on its premises; AJC’s adoption of remedial measures and cooperation 

with the IRS and FinCEN; and FinCEN’s “recent enforcement actions against casinos and card clubs and 

the impact that its penalty against AJC would have on compliance with the BSA by the casino and card club 

industry.” 

This is hardly the first time that FinCEN has brought an AML/BSA enforcement action against a casino. As 

we have blogged, because the gaming industry has been known to attract some bad actors who attempt to 

use its financial services to conceal or transfer illicit wealth, AML compliance remains a key concern in this 

growing business sector. 

Successful Completion of Undertakings May Yield $3 Million Reduction in Penalty 

The revised assessment contains a new Section IV, entitled “Undertakings.” 

It further states that “FinCEN hereby imposes a penalty in the amount of 

$8,000,000, with $3,000,000 suspended pending compliance with the 

Undertakings set forth in Section IV of the Consent. If AJC fails to comply 

with the Undertakings set forth in Section IV of the Consent, AJC shall pay 

the entire penalty of $8,000,000.” 

The compliance Undertakings, which entail a written certification of 

compliance by AJC involving a narrative section supported by “exhibits 

sufficient to demonstrate compliance,” are relatively typical for compliance 

requirements contained within a settlement with the government. As noted, 

what is unusual is that they have been entered into almost six months after the initial penalty assessment. 



Summarized, the Undertakings require AJC to: 

 Hire a qualified independent consultant, subject to FinCEN approval, to conduct two annual 
reviews of the effectiveness of AJC’s AML program, and to submit an annual written report 
regarding each review. The annual reviews will describe any recommended modifications or 
enhancements to AJC’s AML program, and the consultant’s workpapers will be available to FinCEN 
upon request. AJC must either implement any recommendations or propose alternatives, and must 
provide a written report to FinCEN regarding its implementation of any recommendations. 

 Maintain a BSA compliance officer. 

 Adopt and maintain an AML program which addresses specific issues identified by FinCEN in the 
assessment. 

 Hire (another) qualified independent consultant, subject to FinCEN approval, to conduct a “look 
back” regarding transactions from December 31, 2011 to December 31, 2014 to determine whether 
activity was properly reported in SARs. Again, the consultant will prepare a written report for 
FinCEN; the consultant’s workpapers will be available to FinCEN; and AJC must comply with any 
recommendation from the consultant or FinCEN that additional SARs be filed. 

It is unclear whether the parties encountered an impasse when originally entering into the November 2017 

assessment regarding future compliance undertakings, whether it was anticipated at the time that a revised 

assessment was on the horizon once the details were worked out, or whether there was some other behind-

the-scenes scenario. Regardless, the revised assessment underscores the need for, and opportunities 

presented by, post-violation remediation. 
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Guidance 
 
FIN-2010-G003 
Issued:    June 30, 2010 
Subject:  Casino or Card Club Compliance Program Assessment 
 
 
This document describes factors that a casino or card club may need to consider in assessing the effectiveness of its 
Bank Secrecy Act (“BSA”) compliance program.  The BSA requires casinos and card clubs to develop and 
implement compliance programs tailored to their business activities and risk profiles.  A casino or card club may not 
need to address each of the factors described in this document.  Also, a casino or card club should not construe the 
factors below as exhaustive and the only ones required to be addressed.  
 
 
I.  Elements of a BSA Compliance Program 
 
A casino or card club is required to develop and implement a BSA compliance program that adequately 
addresses the risks posed by its products, services, customer base, and geographical location for the 
potential of money laundering and terrorist financing.  At a minimum, each BSA compliance program1

• A system of internal controls to assure ongoing compliance with the BSA;  

 
must provide for:   

• Internal or external independent testing for compliance with a scope and frequency 
commensurate with the risks of money laundering and terrorist financing posed by the products 
and services provided;  

• Training of casino personnel, including training in the identification of unusual or suspicious 
transactions; 

• An individual or individuals to assure day-to-day compliance with the BSA; 
• Procedures for using all available information to determine and verify, when required, the name, 

address, social security or taxpayer identification number, and other identifying information for a 
person; 

• Procedures for using all available information to determine the occurrence of any transactions or 
patterns of transactions required to be reported as suspicious;  

• Procedures for using all available information to determine whether a record required under the 
BSA must be made and retained; and  

• For casinos and card clubs with automated data processing systems, use of the programs to aid in 
assuring compliance.   

 
II.  Criteria for Assessing a BSA Compliance Program 
                                                           
1  See 31 C.F.R. § 103.64(a).  Compliance with this requirement satisfies the obligation under Section 352 of the USA 
PATRIOT Act to implement an anti-money laundering (“AML”) program.  See 31 C.F.R. § 103.120(d).  
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A casino or card club may need to consider the following criteria, among others, when assessing its BSA 
compliance program:   
 

• Management awareness and commitment to compliance;  
• Comprehensiveness of policies, procedures, and internal controls and whether policies, 

procedures, and internal controls need updating;  
• Level and frequency of training and whether training is appropriate for the business and 

compliance functions performed by personnel (e.g., front-line employees);  
• Compliance officer’s authority, responsibilities, and extent of control and effectiveness, as well 

as the expertise of the compliance staff;  
• Effectiveness of a compliance committee (if established);  
• Adequacy of internal or external audit reports in confirming whether the independent review:  

- Evaluated the comprehensiveness of the BSA compliance program and was conducted by an 
individual knowledgeable of the BSA’s requirements,  

- Provided a fair and unbiased appraisal of the BSA compliance program, including BSA-
related policies, procedures, and internal controls, as well as other requirements such as 
reporting and record retention,  

- Determined whether the casino or card club is operating in compliance with the requirements 
of the BSA and the casino or card club’s own policies, procedures and internal controls, and  

- Included testing of internal controls and transactional systems and procedures to identify 
problems and weaknesses and, if necessary, recommend to management appropriate 
corrective actions;  

• Any BSA compliance deficiencies identified by audit reports and effectiveness of any 
subsequent corrective actions taken;  

• Extent of usage of appropriate automated systems and programs to support its compliance 
program; 

• Adequacy of account opening and documentation policies, procedures and processes;  
• Adequacy of policies, procedures and processes for the types of financial services offered or 

types of negotiable instruments accepted; 
• Adequacy of procedures and processes for filing currency transaction reports;  
• Adequacy of procedures and processes for detecting suspicious transactions or patterns of 

suspicious transactions and filing suspicious activity reports; 
• Whether there are areas of the operation which require special compliance considerations (e.g., 

creation of specific types of records, availability of records, records retention); and 
• Whether supervision of employees is adequate.  

 
III.  Basis for Revising a BSA Compliance Program 
 
Based on its assessment, a casino or card club should consider the following in determining whether to 
revise its BSA compliance program:  
 

• Results of independent testing, including internal or external reviews or audits; 
• Results of examinations by the Internal Revenue Service or other governmental authorities; 
• Significant changes in cage or floor operations;  
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• Significant changes in the types of financial services offered or types of negotiable instruments 
accepted; 

• Implementation of automated systems and programs that affect compliance;  
• Amendments to BSA regulations; 
• Amendments to BSA reporting forms;  
• New BSA guidance or advisories including, frequently asked questions;  
• SAR Activity Reviews – Trends, Tips & Issues, with articles on casinos, card clubs or gambling 

as well as Suspicious Activity Report (SAR) bulletins;  
• The extent to which FinCEN Form 103, Currency Transaction Reports by Casinos (“CTRCs”) 

filed during specified time frames were:  
- filed late,  
- included P.O. Boxes for customers’ addressees;  
- omitted critical information items;  

• The extent to which the casino or card club received correspondence indicating that CTRCs were 
filed that included errors or omissions that prevented processing, or indicating the existence of 
reporting errors or omissions, such as:  
- no street address, 
- incorrect social security numbers, and 
- no date of birth; and 

• The extent to which FinCEN Form 102, Suspicious Activity Report by Casinos and Card Clubs 
(“SARCs”), had:  
- no subject information,  
- no characterization of suspicious activity, or 
- inadequate narratives.   

 
Deficiencies could result in BSA civil money penalties or other enforcement actions.  Also, a casino or 
card club may need to consider corrective action, as appropriate.  Deficiencies that may warrant taking 
corrective action include, but are not limited to the following:   
 

• Failure to implement a compliance program; 
• A significant breakdown in internal controls or lack of adherence to policy, procedures and 

controls to assure compliance with the BSA;  
• Inadequate testing, training, or other failures in an essential element of a BSA compliance 

program;  
• Compliance program continues to be deficient or violations continue to occur after the institution 

becomes aware of problems; 
• Failure to file SARCs when warranted: 

- Failure to investigate potential suspicious activity,  
- Failure to document reason for deciding not to file a SARC for activity initially identified as 

potentially suspicious, and 
- Failure to include all relevant information in a SARC;  

• Failure to file CTRCs; 
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• Filing of CTRCs that lack key information (i.e., customer name; address; social security number 
(“SSN”) or other government identification number;2

• Failure to create or retain required records or to provide all the information required by those 
records; 

 identification credential with issuer and 
number; amount of currency; or date of transaction);  

• Management participation in BSA violations; and 
• Assisting customers in structuring transactions to evade the reporting or recordkeeping 

requirements. 
  

In conclusion, an effective BSA compliance program should reflect a casino or card club’s products, 
services, customer base, and geographical location.  It is a sound practice for a casino or card club to 
periodically re-assess its BSA compliance program to assure sufficiency and effectiveness.   
 
For questions about this guidance, please contact FinCEN’s Regulatory Helpline at (800) 949-2732.    
 

* * * * * 
For additional guidance, see Casino or Card Club Risk-Based Compliance Indicators, FIN-2010-G002 (June 30, 2010) and 
Frequently Asked Questions – Casino Recordkeeping, Reporting and Compliance Program Requirements, FIN-2007-G005 
(November 14, 2007) and FIN-2009-G004 (September 30, 2009), and Recognizing Suspicious Activity - Red Flags for 
Casinos and Card Clubs, FIN-2008-G007 (August 1, 2008).  Other reference material includes Structuring by Casino 
Patrons and Personnel, FIN-2009-A003 (July 1, 2009).  See also In the matter of the Tonkawa Tribe of Oklahoma and 
Edward E. Street - FinCEN No. 2006-1 (March 24, 2006). 

                                                           
2  When a SSN is not entered on a CTRC in the case of a foreign national, a foreign country code as well as passport number 
or non-resident alien registration number must be recorded.  See FinCEN Form 102, Instructions, Item 12, for country code.   
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UNITED STATES OF AMERICA 

DEPARTMENT OF THE TREASURY 

FINANCIAL CRIMES ENFORCEMENT NETWORK 

 

 

IN THE MATTER OF:          ) 

                                                                               ) 

                                                                               ) 

CG Technology, L.P.,           )   Number 2016-05 

f/k/a Cantor G&W (Nevada), L.P.          ) 

d/b/a Cantor Gaming          ) 

             ) 

Las Vegas, Nevada                      ) 

 

ASSESSMENT OF CIVIL MONEY PENALTY 

 

I. INTRODUCTION 

The Financial Crimes Enforcement Network (FinCEN) has determined that grounds exist 

to assess a civil money penalty against CG Technology, L.P., formerly known as, Cantor G&W 

(Nevada) L.P. d/b/a Cantor Gaming (CG Technology), pursuant to the Bank Secrecy Act (BSA) 

and regulations issued pursuant to that Act.1  CG Technology admits to the facts set forth in 

Attachment A and that its conduct violated the BSA.  CG Technology consents to this 

assessment of a civil money penalty and enters into the CONSENT TO THE ASSESSMENT OF 

CIVIL MONEY PENALTY (CONSENT) with FinCEN.   

The CONSENT is incorporated into this ASSESSMENT OF CIVIL MONEY PENALTY 

(ASSESSMENT) by reference. 

FinCEN has the authority to investigate casinos and their partners, directors, officers, and 

employees for compliance with and violation of the BSA pursuant to 31 C.F.R. § 1010.810, 

                                                 
1 The Bank Secrecy Act is codified at 12 U.S.C. §§ 1829b, 1951–1959 and 31 U.S.C. §§ 5311–5314, 5316–5332.  

Regulations implementing the Bank Secrecy Act currently appear at 31 C.F.R. Chapter X.  
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which grants FinCEN “[o]verall authority for enforcement and compliance, including 

coordination and direction of procedures and activities of all other agencies exercising delegated 

authority under this chapter.”   

CG Technology operates race and sports books in Nevada.  CG Technology also offers 

mobile gaming within the state of Nevada and provides gaming technology to casino customers 

globally.  CG Technology currently holds non-restricted gaming licenses, originally acquired in 

2009, with approvals from the Nevada Gaming Commission to operate a race book, sports pool, 

off-track parimutuel race wagering, and off-track parimutuel sports wagering at multiple 

establishments in Nevada, including the M Resort Spa Casino, the Hard Rock Hotel & Casino, 

the Tropicana, the Cosmopolitan, the Venetian Casino Resort, the Palms Casino Resort and the 

Silverton Casino Lodge.  

The Internal Revenue Service (IRS) examines casinos for compliance with the BSA 

under authority delegated from FinCEN.  In 2010, IRS examined the operations of CG 

Technology and identified significant BSA violations.  Subsequent investigations from FinCEN 

and the United States Attorney’s Offices for the Eastern District of New York and District of 

Nevada identified additional significant BSA violations. 

II. RESOLUTION WITH THE UNITED STATES DEPARTMENT OF 

JUSTICE 

 

On the same date as the CONSENT, CG Technology entered into a Settlement 

Agreement with the United States Attorney’s Offices for the Eastern District of New York and 

District of Nevada, which have agreed not to proceed against CG Technology for conduct 

described in its Statement of Facts.  Under that Agreement, CG Technology agreed to pay a 

combined penalty and forfeiture amount of $16,500,000 and engage in the remedial steps also 
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outlined in the Remedial Framework set forth in Attachment B to the CONSENT and this 

ASSESSMENT. 

III. DETERMINATIONS 

From March 1, 2009 through September 28, 2015, CG Technology willfully violated the 

BSA’s program, reporting, and recordkeeping requirements.2  CG Technology willfully (a) failed 

to implement and maintain an effective anti-money laundering program;3 (b) failed to report 

certain suspicious activity;4 (c) failed to report certain transactions involving currency in 

amounts greater than $10,000;5 and (d) failed to keep appropriate records as required by the BSA 

and its implementing regulations.6 

These violations, and the governing facts and law surrounding the violations, are 

described more fully in Attachment A, which is incorporated by reference. 

IV. CIVIL MONEY PENALTY 

FinCEN has determined that CG Technology willfully violated the program, reporting, 

and recordkeeping requirements of the BSA and its implementing regulations, as described in the 

CONSENT and in Attachment A, and that grounds exist to assess a civil money penalty for these 

violations.7     

                                                 
2 In civil enforcement of the BSA under 31 U.S.C. §5321(a)(1), to establish that a financial institution or individual 

acted willfully, the government need only show that the financial institution or individual acted with either reckless 

disregard or willful blindness. The government need not show that the entity or individual had knowledge that the 

conduct violated the BSA, or that the entity or individual otherwise acted with an improper motive or bad purpose. 

CG Technology admits to “willfulness” only as the term is used in civil enforcement of the BSA under 31 U.S.C. 

§ 5321(a)(1). 

 
3 31 U.S.C. §§ 5318(a)(2) and 5318(h) and 31 C.F.R. § 1021.210. 

 
4 31 U.S.C. § 5318(g) and 31 C.F.R. § 1021.320. 

 
5 31 U.S.C § 5313 and 31 C.F.R. §§ 1010.306(d), 1021.311, 1021.312. 

 
6 31 C.F.R. § 1021.410. 

 
7 31 U.S.C. § 5321 and 31 C.F.R. § 1010.820. 
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FinCEN has determined that the penalty in this matter will be $12,000,000, of which 

$6,000,000 will be concurrent with the forfeiture agreed to by CG Technology in the Settlement 

Agreement with the United States Attorney’s Offices for the Eastern District of New York and 

District of Nevada.  Accordingly, the penalty imposed by FinCEN will be satisfied by the 

forfeiture and one payment of $6,000,000 to the U.S. Department of the Treasury. 

V.  UNDERTAKINGS  

By executing the CONSENT, CG Technology agrees to the undertakings set forth in the 

Remedial Framework in Attachment B.  Failure to comply with any provision of the Remedial 

Framework will constitute a violation of the CONSENT.  If FinCEN determines that a failure to 

comply with the Remedial Framework has occurred, FinCEN may take any enforcement action 

against CG Technology it deems appropriate, notwithstanding the Release in Part VIII below.  

Additional actions taken by FinCEN may include, but are not limited to, the imposition of 

additional civil money penalties, injunctive orders, or ordering other remedial actions within the 

authorities of FinCEN. 

VI. CONSENT TO ASSESSMENT   

To resolve this matter, and only for that purpose, CG Technology consents to this 

assessment of a civil money penalty in the sum of $12,000,000 set forth in Part IV above, and to 

the undertakings set forth in the Remedial Framework in Attachment B.  CG Technology admits 

to the Statement of Facts set forth in Attachment A and admits that it willfully violated the 

BSA’s program, reporting, and recordkeeping requirements.   

CG Technology recognizes and states that it enters into the CONSENT freely and 

voluntarily and that no offers, promises, or inducements of any nature whatsoever have been 
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made by FinCEN or any employee, agent, or representative of FinCEN to induce CG 

Technology to enter into the CONSENT, except for those specified in the CONSENT. 

CG Technology understands and agrees that the CONSENT embodies the entire 

agreement between CG Technology and FinCEN relating to this enforcement matter only, as 

described in Part III above and in Attachment A.  CG Technology further understands and agrees 

that there are no express or implied promises, representations, or agreements between CG 

Technology and FinCEN other than those expressly set forth or referred to in this document and 

that nothing in the CONSENT or in this ASSESSMENT is binding on any other agency of 

government, whether Federal, State, or local. 

VII. PUBLIC STATEMENTS  

CG Technology expressly agrees that it shall not, nor shall its attorneys, agents, partners, 

directors, officers, employees, affiliates, or any other person authorized to speak on its behalf, 

make any public statement contradicting either its acceptance of responsibility set forth in the 

CONSENT or any fact in the DETERMINATIONS section of the CONSENT or Attachment A 

to the CONSENT.  FinCEN has sole discretion to determine whether a statement is contradictory 

and violates the terms of the CONSENT.  If CG Technology, or anyone claiming to speak on 

behalf of CG Technology, makes such a contradictory statement, CG Technology may avoid a 

breach of the agreement by repudiating such statement within 48 hours of notification by 

FinCEN.  If FinCEN determines that CG Technology did not satisfactorily repudiate such 

statement(s) within 48 hours of notification, FinCEN may void, in its sole discretion, the releases 

contained in the CONSENT and reinstitute enforcement proceedings against CG 

Technology.  CG Technology expressly agrees to waive any statute of limitations defense to the 

reinstituted enforcement proceedings and further agrees not to contest any admission or other 
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findings made in the CONSENT or Attachment A to the CONSENT.  This paragraph does not 

apply to any statement made by any present or former officer, director, employee, or agent of CG 

Technology in the course of any criminal, regulatory, or civil case initiated against such 

individual, unless such individual is speaking on behalf of CG Technology or unless CG 

Technology later ratifies such claims, directly or indirectly.  CG Technology further agrees that, 

upon notification by FinCEN, CG Technology will repudiate such statement to the extent it 

contradicts either its acceptance of responsibility or any fact in the CONSENT or Attachment A 

to the CONSENT. 

VIII. RELEASE 

Execution of the CONSENT, and compliance with the terms of this ASSESSMENT and 

the CONSENT, settles all claims that FinCEN may have against CG Technology for the conduct 

described in Section III of the CONSENT and in Attachment A to the CONSENT.  Execution of 

the CONSENT, and compliance with the terms of this ASSESSMENT and the CONSENT, does 

not release any claim that FinCEN may have for conduct other than the conduct described in 

Section III of the CONSENT and Attachment A to the CONSENT, or any claim that FinCEN 

may have against any party other than CG Technology, such parties to include, without 

limitation, any other director, officer, or employee of CG Technology.  Upon request, CG 

Technology shall truthfully disclose to FinCEN all factual information not protected by a valid 

claim of attorney-client privilege or work product doctrine with respect to the participation of its 

current or former directors, officers, employees, or agents in the conduct described in Section III 

of the CONSENT and Attachment A to the CONSENT. 

If FinCEN determines, in its sole judgment, CG Technology has breached any portion of 

its agreement, FinCEN may void, in its sole discretion, the releases contained in the CONSENT 
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and reinstitute enforcement proceedings against CG Technology.  CG Technology expressly 

agrees to waive any statute of limitations defense to the reinstituted enforcement proceedings and 

further agrees not to contest any admission or other finding made in the CONSENT. 

 

                                                 Accepted by: 

                                                  

        

                                                 ______/S/________________  October 3, 2016__ 

                                                 Jamal El-Hindi                                             Date 

                                                 Acting Director 

                                                 FINANCIAL CRIMES ENFORCEMENT NETWORK 

                                                 U.S. Department of the Treasury 



UNITED STATES OF AMERICA 
DEPARTMENT OF THE TREASURY 

FINANCIAL CRIMES ENFORCEMENT NETWORK 
 
  
IN THE MATTER OF:     ) 
        ) 
        )     
        ) Number 2015-02  
Trump Taj Mahal Associates, LLC, d/b/a   ) 
Trump Taj Mahal Casino Resort      ) 
Atlantic City, New Jersey     ) 
   
 

ASSESSMENT OF CIVIL MONEY PENALTY 
 

I. INTRODUCTION  

The Financial Crimes Enforcement Network (“FinCEN”) has determined that grounds exist 

to assess a civil money penalty against Trump Taj Mahal Associates, LLC d/b/a Trump Taj Mahal 

Casino Resort (“Trump Taj Mahal” or “the Company”),1 pursuant to the Bank Secrecy Act (“BSA”) 

and regulations issued pursuant to that Act.2   

Trump Taj Mahal admits to the facts set forth below and that its conduct violated the BSA.  

Trump Taj Mahal consents to the assessment of a civil money penalty and enters the CONSENT TO 

THE ASSESSMENT OF CIVIL MONEY PENALTY (“CONSENT”) with FinCEN.   

                                                 
1 The Company, along with Trump Entertainment Resorts, Inc., Trump Entertainment Resorts 
Holdings, L.P., Trump Plaza Associates, LLC, Trump Marina Associates, LLC, Trump 
Entertainment Resorts Development Company, LLC, TER Development Co., LLC, and TERH LP 
Inc. (collectively referred to as “the Debtors”), filed for bankruptcy protection on September 9, 2014 
in the United States Bankruptcy Court in the District of Delaware (Bankr. Ct. Dist. Del. Case No. 
11-12103 (KG) (the “Bankruptcy Case”)). 
 
2 The Bank Secrecy Act is codified at 12 U.S.C. §§ 1829b, 1951-1959 and 31 U.S.C. §§ 5311-5314, 
5316-5332.  Regulations implementing the Bank Secrecy Act appear at 31 C.F.R. Chapter X. 
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The CONSENT is incorporated into this ASSESSMENT OF CIVIL MONEY PENALTY 

(“ASSESSMENT”) by reference. 

FinCEN has authority to investigate casinos for compliance with and violation of the BSA 

pursuant to 31 C.F.R. § 1010.810, which grants FinCEN “[o]verall authority for enforcement and 

compliance, including coordination and direction of procedures and activities of all other agencies 

exercising delegated authority under this chapter.”   

Trump Taj Mahal is a hotel and casino, located on the Boardwalk of Atlantic City, New 

Jersey.  The casino has over 160,000 square feet of gaming space consisting of over 2,600 slot 

machines, 204 table and poker games, one keno lounge and a simulcast book.  The hotel operates 18 

restaurants, several bars, lounges, a pool, spa and 2,248 hotel rooms.   

  Trump Taj Mahal was a “financial institution” and a “casino” within the meaning of the 

BSA and its implementing regulations during the time relevant to this action.  31 U.S.C. 

§ 5312(a)(2); 31 C.F.R. § 1010.100(t).  The Internal Revenue Service, through the Small 

Business/Self-Employed Division (“IRS SB/SE”), examines casinos for compliance with the BSA 

under authority delegated by FinCEN.  Since 2003, IRS SB/SE has conducted four examinations of 

Trump Taj Mahal that identified repeated significant violations of the BSA.  In addition, in 1998, 

FinCEN assessed a $477,000 penalty against Trump Taj Mahal for BSA violations. 

  The Company has filed for Chapter 11 bankruptcy protection three times since 2004.  It 

emerged from its first bankruptcy in May 2005 and reentered bankruptcy in February 2009.  It 

emerged from that bankruptcy in July 2010.  When the company emerged from bankruptcy in 2010, 

following the 2010 examination by IRS SB/SE and the transactions that were within the scope of 

that examination, a new management team took over and a new board of directors was appointed at 
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the company’s parent level.  In September 2014, however, it once again entered bankruptcy.  As of 

the signing of the Consent, the Company remains in Chapter 11. 

  On March 4, 2015, the Bankruptcy Court approved the Debtors’ Motion, pursuant to 

Bankruptcy Rule 9019, to approve its settlement with FinCEN, as set forth in the CONSENT.         

II. DETERMINATIONS 

Trump Taj Mahal willfully violated the BSA’s program, reporting, and recordkeeping 

requirements from 2010 through 2012.3  Importantly, many of these violations were previously cited 

by IRS SB/SE in previous examinations of Trump Taj Mahal since 2003.  As described below, 

Trump Taj Mahal (a) failed to implement and maintain an effective anti-money laundering program; 

(b) failed to report suspicious activity related to several financial transactions at the casino; (c) failed 

to properly file Currency Transaction Reports; and (d) failed to keep appropriate records as required 

by the BSA and its implementing regulations. 

A. Violations of the Requirement to Establish and Implement an Effective Anti-Money 
Laundering Program 
 

The BSA and its implementing regulations require casinos to develop and implement a 

written anti-money laundering (“AML”) program reasonably designed to assure and monitor 

compliance with the BSA.  31 U.S.C. §§ 5318(a)(2), 5318(h); 31 C.F.R. § 1021.210(b)(1).  Trump 

Taj Mahal was required to implement an AML program that, at a minimum, provided for: (a)  a 

system of internal controls to assure ongoing compliance; (b) independent testing of the casino’s 

                                                 
3 In civil enforcement of the Bank Secrecy Act under 31 U.S.C. § 5321(a)(1), to establish that a 
financial institution or individual acted willfully, the government need only show that the financial 
institution or individual acted with either reckless disregard or willful blindness.  The government 
need not show that the entity or individual had knowledge that the conduct violated the Bank 
Secrecy Act, or that the entity or individual otherwise acted with an improper motive or bad 
purpose.  The Company admits to “willfulness” only as the term is used in civil enforcement of the 
Bank Secrecy Act under 31 U.S.C. § 5321(a)(1). 
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AML compliance program by casino personnel or parties external to the casino; (c) training of 

personnel; (d) the designation of an individual or individuals responsible for assuring day-to-day 

compliance; (e) procedures for using all available information to determine and verify name, 

address, social security or taxpayer identification number, and other identifying information for a 

person, to the extent determining and verifying the information is otherwise required under the 

BSA; (f) procedures for using all available information to determine the occurrence of any 

transactions or patterns of transactions required to be reported as suspicious; (g) procedures for 

using all available information to determine whether any records must be made and maintained 

pursuant to the BSA; and (h) for casinos with automated data processing systems, use of such 

systems to aid in assuring compliance.  31 C.F.R. § 1021.210(b)(2).   

As described in more detail below, Trump Taj Mahal failed to implement an adequate 

system of internal controls to ensure ongoing compliance with the BSA.  Trump Taj Mahal failed to 

timely, accurately, and completely file Currency Transaction Reports (CTRs).  In addition, Trump 

Taj Mahal failed to implement policies, procedures, and internal controls to comply with 

recordkeeping obligations under the BSA.  Trump Taj Mahal’s AML program also lacked adequate 

policies, procedures and internal controls to monitor transactions for suspicious activity and file 

suspicious activity reports (SARs).   

B.  Violations of Suspicious Activity Reporting Requirements 

The BSA and its implementing regulations require a casino to report a transaction that the 

casino “knows, suspects, or has reason to suspect” is suspicious, if the transaction is conducted or 

attempted by, at, or through the casino, and the transaction involves or aggregates to at least $5,000 

in funds or other assets. 31 C.F.R. § 1021.320(a)(2).  A transaction is “suspicious” if the transaction: 

(a) involves funds derived from illegal activity; (b) is intended or conducted in order to hide or 
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disguise funds or assets derived from illegal activity, or to disguise the ownership, nature, source, 

location, or control of funds or assets derived from illegal activity; (c) is designed, whether through 

structuring or other means, to evade any requirement in the BSA or its implementing regulations; (d) 

has no business or apparent lawful purpose or is not the sort in which the particular customer would 

normally be expected to engage, and the casino knows of no reasonable explanation for the 

transaction after examining the available facts, including the background and possible purpose of the 

transaction; or (e) involves use of the casino to facilitate criminal activity.   31 C.F.R. 

§ 1021.320(a)(2)(i)-(iv). 

Within the scope period of the 2010 and 2012 IRS SB/SE examinations, Trump failed to file 

approximately 100 SARs.  During the three-month examination scope for the 2010 BSA exam, 

Trump Taj Mahal filed 32 SARs, but failed to file 41 others, which represents a 56% failure rate.  

Similarly, during the three-month exam scope for the 2012 BSA exam, Trump Taj Mahal filed 69 

SARs, but failed to file 55 others, which represents a failure rate of 44%.  The suspicious activity 

included patrons engaged in minimal gaming activity, avoiding the CTR filing requirement by 

structuring marker payments and chip redemptions to avoid reporting, and apparent laundering of 

funds through the issuance and redemption of slot ticket in/ticket-out tickets.4  

Furthermore, Trump Taj Mahal lacked policies and procedures to use all available data to aid 

in the monitoring of slot ticket issuance and redemption transactions, rated play at table games,5 and 

                                                 
4 Modern slot machines use ticket-in, ticket-out (“TITO”) technology.  TITO slot machines print out 
a slip of paper with a bar code indicating the amount of money represented.  The ticket can, in turn, 
be redeemed for cash at an automated kiosk or inserted for play into other TITO machines.   
 
5 Player rating records generally refer to the records a casino maintains on a patron’s gaming activity 
for marketing purposes.  These records can also be used in detect and evaluate suspicious activity. 
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slot player transactions for patrons who may have engaged in minimal gaming or other suspicious 

activity.   

The Casino also did not have policies and procedures in place to monitor cage marker6  and 

front money7 transactions for suspicious activity.  These policies and procedures are important to 

BSA compliance because they are essential to determining if a patron is gaming in a manner that 

may be considered suspicious. 

Trump Taj Mahal also did not have policies and procedures in place to monitor data from 

slot machines for reporting requirements.  The failure to implement policies and procedures to use 

this data resulted in the Casino being cited for SAR reporting violations in 2010 and the subsequent 

2012 examination.  Specifically, the Casino did not monitor bills-in (cash) slot machine play to 

identify suspicious activity.  Failure to incorporate these elements into the suspicious activity 

monitoring program led to multiple failures to identify suspicious activity and file SARs.  Trump 

Taj Mahal was aware of its deficient suspicious activity monitoring and reporting as early as 2007; 

however, despite being on notice of these deficiencies, failed to take adequate action to comply with 

this requirement. 

 

                                                 
6 A cage marker is a short term credit line provided to the patron for gaming by the casino. A patron 
will typically complete a casino credit application to request a marker or credit extension.  Once a 
casino completes a marker, it becomes a negotiable instrument which resembles a depository 
institution’s counter check.  Although marker play is commonly referred to as “casino credit,” a 
casino does not offer loans in the traditional sense that a depository institution offers loans.  If a 
customer wins, a casino expects a marker to be paid off at that time and it will return the paid 
marker to a customer.  A customer can pay the marker off with currency, cash equivalents, a 
personal check, or funds transfer to a casino’s depository institution.  A customer can also mail in a 
check to a casino to pay a marker off.  However, if a customer does not redeem a marker by the 
preceding methods, he authorizes a casino to complete the credit instrument and to debit his/her 
checking account at a depository institution.   
 
7 “Front money” is money deposited with the casino in advance by a patron. 
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C.  Violations of Currency Transaction Reporting Requirements 

 The BSA and its implementing regulations require casinos to report transactions that involve 

either “cash in” or “cash out” of more than $10,000 during a single gaming day.  31 C.F.R. 

§ 1021.311.  A casino must aggregate transactions in currency -- treat the transactions as a single 

transaction -- if the casino has knowledge that the transactions are conducted by, or on behalf of, the 

same person.  31 C.F.R. § 1021.313.  A casino must report transactions in currency through the 

filing of currency transaction reports.  Trump Taj Mahal repeatedly violated the requirement to 

properly file CTRs.  During the three-month scope period of the 2010 BSA examination, Trump Taj 

Mahal had failures to verify, record, and report required information for 134 reportable transactions.  

Of the 134 violations, 89 violations related to transactions from nineteen different patrons that 

involved discrepancies between the customer’s name and Social Security Number.  Even after 

Trump Taj Mahal was notified by the IRS of these discrepancies, it failed to verify the identifying 

information provided by casino patrons. 

 Trump Taj Mahal’s CTR filing deficiencies continued in 2012.  During a one-month period, 

Trump Taj Mahal failed to file 30 CTRs totaling $500,000, stemming from the Casino’s failure to 

adequately monitor and report when a patron inserts more than $10,000 into a slot machine in a 

given day.  The failure to adequately monitor cash inserted into slot machines also caused Trump 

Taj Mahal to incorrectly file 10 additional CTRs.   Furthermore, the Casino failed to properly file 22 

CTRs as a result of failing to record social security numbers for post-transaction aggregations of 

cash buy-ins by patrons at gaming tables.     

D.  Violations of Recordkeeping Requirements 

The BSA imposes special recordkeeping requirements on casinos.  Casinos are required to 

maintain a separate record containing a list of each transaction between the Casino and its customers 
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involving certain monetary instruments having a face value of $3,000 or more.  The list must 

contain the time, date, and amount of the transaction; the name and permanent address of the 

customer; the type of instrument; the name of the drawee or issuer of the instrument; all reference 

numbers and the name or casino license number of the casino employee who conducted the 

transaction.   Applicable transactions must be placed on the list in the chronological order in which 

they occur. 31 C.F.R. § 1021.410(b)(9).   

The 2012 BSA examination revealed that over 100 marker deposits and checks received for 

marker payments of $3,000 were not maintained on the casino’s negotiable instrument log, and the 

casino failed to log all markers which were deposited into its bank account during the entire period 

of the 2012 exam.  Notably, this was also a repeat violation, as the 2010 examination revealed 26 

violations of this same requirement, in addition to other recordkeeping requirement failures related 

to Trump Taj Mahal’s negotiable instrument log. 

III. CIVIL MONEY PENALTY   

FinCEN has determined that Trump Taj Mahal willfully violated the program, reporting, and 

recordkeeping requirements of the Bank Secrecy Act and its implementing regulations, as described 

in the CONSENT, and that grounds exist to assess a civil money penalty for these violations.  31 

U.S.C. § 5321 and 31 C.F.R. § 1010.820.   

FinCEN has determined that the penalty in this matter will be $10,000,000.   

IV. UNDERTAKING 

 By execution of the CONSENT, Trump Taj Mahal agrees to the following 

UNDERTAKING:  The Company shall secure and retain an independent, external qualified party or 

entity (the “Third-Party Reviewer”), not subject to any conflict of interest, and subject to FinCEN’s 

reasonable determination of non-objection, to examine the Company’s Bank Secrecy Act 
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compliance program and evaluate whether the program is reasonably designed to ensure and 

monitor compliance with the requirements of the BSA and the FinCEN rules applicable to 

casinos.  Three reviews will occur: the first will commence within six months of the entry of the 

order of the Bankruptcy Court approving the CONSENT; the second will occur in 2017; and the 

third will occur in 2019.  The first review will have a review scope of September 9, 2014 through 

the commencement date of the first review, with no less than six months’ worth of transactional 

analysis.  The second and third reviews will each cover the previous two years, with no less than six 

months’ worth of transactional analysis.  The Third-Party Reviewer will prepare a written report for 

the audit committee and the board of directors setting forth its findings, and will transmit the report 

and all draft reports to FinCEN and IRS SB/SE simultaneous with any transmission to Trump Taj 

Mahal or its agents.  To the extent that the report demonstrates any material deficiencies in the 

Company’s programs and procedures, the Company shall address and rectify the deficiencies as 

soon as is reasonably practical. 

V. CONSENT TO ASSESSMENT 

To resolve this matter, and only for that purpose, Trump Taj Mahal consents to the 

assessment of a civil penalty in the sum of $10,000,000 and to the undertaking set forth in Part IV 

above, and admits that it violated the BSA’s program, reporting, and recordkeeping requirements.  

The civil money penalty will be allowed as a general unsecured claim in the Company’s Bankruptcy 

Case subject to the rights of the United States to assert its setoff and recoupment rights.  The 

Company reserves all rights and defenses in connection with any all assertions of such setoff or 

recoupment rights.    

Trump Taj Mahal recognizes and states that it enters into the CONSENT freely and 

voluntarily and that no offers, promises, or inducements of any nature whatsoever have been made 
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by FinCEN or any employee, agent, or representative of FinCEN to induce Trump Taj Mahal to 

enter into the CONSENT, except for those specified in the CONSENT. 

Trump Taj Mahal understands and agrees that the CONSENT embodies the entire agreement 

between Trump Taj Mahal and FinCEN relating to this enforcement matter only, as described in 

Section II above.  Trump Taj Mahal further understands and agrees that there are no express or 

implied promises, representations, or agreements between Trump Taj Mahal and FinCEN other than 

those expressly set forth or referred to in this document and that nothing in the CONSENT or in this 

ASSESSMENT is binding on any other agency of government, whether Federal, State or local. 

The CONSENT was made effective upon approval of the Bankruptcy Court by its order of 

March 4, 2015.  Nothing in the CONSENT or this ASSESSMENT shall preclude any proceedings 

brought by FinCEN to enforce the terms of the CONSENT or this ASSESSMENT.  To the extent 

that FinCEN finds it necessary to enforce the terms of the CONSENT or this ASSESSMENT, the 

Company agrees that such proceeding(s) may be withdrawn to the District Court for adjudication 

pursuant to 28 U.S.C. § 157(d).  

VI. RELEASE 

 Execution of the CONSENT, and compliance with the terms of this ASSESSMENT and the 

CONSENT, settles all claims that FinCEN may have against Trump Taj Mahal for the conduct 

described in Section II of the CONSENT.  Execution of the CONSENT, and compliance with the 

terms of this ASSESSMENT and the CONSENT, does not release any claim that FinCEN may have 

for conduct by Trump Taj Mahal other than the conduct described in Section II of this 

ASSESSMENT, or any claim that FinCEN may have against any director, officer, owner, employee, 

or agent of Trump Taj Mahal, or any party other than Trump Taj Mahal.  Upon request, Trump Taj 

Mahal shall truthfully disclose to FinCEN all factual information not protected by a valid claim of 
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attorney-client privilege or work product doctrine with respect to the conduct of its current or former 

directors, officers, employees, agents, or others.  

BY: 
 

                    /S/                                                               March 6, 2015              

Jennifer Shasky Calvery     Date: 
Director 
FINANCIAL CRIMES ENFORCEMENT NETWORK 

    U.S. Department of the Treasury 



















































































































































































































































































































































































































Anti-Money Laundering

The scope of global Anti-Money Laundering (AML) scrutiny and enforcement for 

financial institutions is enormous and growing. Ten federal agencies regulate AML—

and penalties for non-compliance range from, forfeitures, and indictments to the loss 

of reputation, stock value, and licenses to participate in the market. 

Ballard Spahr represents a broad range of financial institutions—from the largest financial institutions in the 

nation to smaller enterprises and internet-based providers. Our attorneys draw on first-hand AML experience in 

both industry and government to help clients establish and refine AML policies and procedures, as well as 

conduct compliance training and audit existing programs. 

We advise on customer identification and due diligence, requirements for filing suspicious activity reports, 

government exam preparation and response, due diligence for lending and acquisitions, and Office of 

Foreign Assets Control requirements.  

If potential violations have occurred, we conduct internal investigations and assist in responding to 

administrative, civil or criminal investigations, and government enforcement actions. 



OUR SERVICES INCLUDE: 

 Compliance counseling 

 Defense in enforcement proceedings 

 Drafting and reviewing compliance 
policies/procedures 

 Due diligence during M&A transactions 

 Executive and employee training 

 Internal investigations 

 Risk-assessment development 

 Subpoenas/investigation notice response

ANTI-MONEY LAUNDERING AND BANK SECRECY ACT (BSA) LAW: WHY IT MATTERS 

Financial institutions today are faced with the task—and legal requirement—of developing policies, 

procedures, and controls to identify potential money laundering, fraud, trade embargo violations, tax 

evasion, and other criminal activity. Suspicious activity must be reported to the government.  

The Financial Crimes Enforcement Network administers the BSA. The federal or independent agencies that 

examine financial institutions to determine compliance include the IRS, the Securities and Exchange 

Commission, FINRA, U.S. Customs and Border Protection, and the Federal Reserve. In addition, states 

have begun creating and implementing their own AML regulatory regimes.  

The load has never been heavier. How you carry it makes all the difference.  

INDUSTRIES SERVED:  

 Banks and credit unions 

 Loan or finance companies, including 
nonbank lenders partnering with banks 

 Nonbank residential mortgage lenders and 
originators 

 Brokers or dealers in securities, commodities, 
and mutual funds 

 Casinos 

 Prepaid account providers and sellers 

 Money transmitters, check cashers, and 
currency dealers and exchanges 

 Insurance companies, including title insurance 
companies 

 Dealers in jewels, precious metals, or stones 

 Virtual currency exchanges 

RELATED PRACTICES INCLUDE: 

 White Collar Defense/Internal Investigation 

 Consumer Financial Services 

 Government Regulations, Regulatory Affairs 
and Contracting 

 Mortgage Banking 

 Privacy and Data Security 

 Export Control and Compliance 

 Virtual Currency 

To learn more, subscribe to Money Laundering Watch at www.moneylaunderingwatchblog.com/subscribe.  



CONTACTS 

Peter D. Hardy, Partner

215.864.8838 | hardyp@ballardspahr.com

Peter Hardy is a national thought leader on money laundering, tax fraud, and other 

financial crime. He is the author of Criminal Tax, Money Laundering, and Bank Secrecy 

Act Litigation, a well-reviewed and comprehensive legal treatise published by 

Bloomberg BNA. 

He advises corporations and individuals from many industries against allegations of misconduct ranging 

from money laundering, tax fraud, mortgage fraud and lending law violations, securities fraud, health care 

fraud, public corruption, Foreign Corrupt Practices Act violations, and identity theft and data breaches. He 

also advises on compliance with the BSA and AML requirements. He is the Leader of the firm's Anti-

Money Laundering Team, the Co-Leader of the firm's Blockchain Technology and Cryptocurrency Team, 

and the editor of Ballard Spahr’s blog on financial corruption, Money Laundering Watch. Peter co-chairs the 

Practising Law Institute’s Anti-Money Laundering program. 

Peter spent more than a decade as a federal prosecutor before entering private practice, serving as an 

Assistant U.S. Attorney in Philadelphia working on financial crime cases, and as a trial attorney for the 

Criminal Section of the Department of Justice’s Tax Division in Washington, D.C. 

Beth Moskow-Schnoll, Partner

302.252.4447 | moskowb@ballardspahr.com 

Beth Moskow-Schnoll concentrates her practice on white-collar litigation, 

regulatory enforcement and compliance, and complex civil litigation, with an 

emphasis on banking and other financial services litigation.  

Beth counsels clients on compliance programs, particularly with regard to their 

obligations under the BSA, the USA PATRIOT Act, state and federal licensing requirements and sanctions 

regimes. She conducts BSA and OFAC risk assessments, audits and annual training and provides practical 

advice regarding the same. Beth also guides clients in responding to government investigations and 

enforcement actions.  

Before joining Ballard Spahr, Beth served for more than a decade as a federal prosecutor with the U.S. 

Attorney's Office for the District of Delaware. As an AUSA, Beth investigated and prosecuted financial and 

health care fraud, including bank and credit card fraud, money laundering, asset forfeiture, and tax offenses. 

Beth is the managing partner of the Firm’s Delaware Office and a member of the Firms’ expanded board

mailto:hardyp@ballardspahr.com
mailto:moskowb@ballardspahr.com


Adrian R. King, Jr., Partner

215.864.8622 | kinga@ballardspahr.com 

Adrian R. King, Jr., is Co-Practice Leader of Ballard Spahr's Government Relations, 

Regulatory Affairs and Contracting Group. Adrian focuses on general business and 

corporate law, government relations, regulatory affairs, government contracting, and 

gaming. He regularly represents clients before federal, state, and local executive branch 

and administrative agencies. 

Over the years, Adrian has served the public by playing several high-level roles within Pennsylvania state 

government. Most recently, he was First Deputy Attorney General in the Pennsylvania Office of Attorney 

General, returning to Ballard Spahr in June 2014 after 17 months of service. During his time with the Office of 

Attorney General, he was involved in numerous high-profile matters, including the Commonwealth of Pennsylvania 

v. Philip Morris USA, Inc. litigation, which restored the payment of $120 million in tobacco master settlement 

funds, and the reversal of Pennsylvania's ban on same-sex marriage. 

Michael D. Fabius, Of Counsel

215.864.8246 | fabiusm@ballardspahr.com 

Michael D. Fabius is an administrative law attorney with particular experience advising 

clients in the highly-regulated gaming and racing industries, and in litigating claims in 

front of administrative agencies. In Pennsylvania and New Jersey's well-established 

gaming markets, Mike has advised three casino applicants in competitive application 

proceedings—two were successful. He also actively advises numerous casino clients, manufacturers, and other 

companies serving the gaming industry on gaming licensing, compliance, and transactions. This includes 

frequent meetings with staff and public presentations to gaming and racing regulatory agencies. In addition, 

Mike has extensive experience as lead regulatory counsel advising clients on compliance for large, multi-

jurisdictional transactions requiring notices and approvals from several independent regulatory agencies. 

Mike advises public sector and private sector clients on various areas of political and ethics laws addressing the 

public's access to records, open meetings, ethics, government contracting, elections, and campaign finance, and 

lobbying disclosure. He is a frequent presenter on Pennsylvania's Right-to-Know Law—drawing upon his 

extensive experience, including multiple successful appeals to Pennsylvania's Commonwealth Court on behalf of 

private sector clients. 
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