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The Intersection of Money
Laundering and Real Estate

Ballard Spahr LLP

Introduction: An Increasing Focus on Money
Laundering Through Real Estate

The use of real estate to launder money is a global concern. In
the U.S., regulators and prosecutors steadily have warned that
money launderers located both at home and abroad target U.S.
real estate transactions because they are a relatively effective and
anonymous means of “cleaning” dirty money. For example, in
August 2017, the Financial Crimes Enforcement Network, or
FinCEN, issued an “Advisory to Financial Institutions and Real
Estate Firms and Professionals” which asserted that the real
estate industry is vulnerable to abuse by illicit actors looking to
launder criminal proceeds specifically. FinCEN attributed this
vulnerability to the fact that the value of high-end properties
tends to appreciate over time and can shield the owner from
currency fluctuations and market instability. Further, through
the purchase of luxury property, illicit actors can clean large
sums of money in a single transaction.

Director of FinCEN Kenneth Blanco repeatedly has remarked
that a key vulnerability of the U.S. real estate industry is the use
of shell companies® — anonymity representing the most basic
and pernicious anti-money laundering (“AML”) problem across
the globe. Although FinCEN’s relatively new Customer Due
Diligence regulation,’ which requires the collection of benefi-
cial ownership information for legal entities when opening an
account at a bank or other financial institution, has partially
addressed this vulnerability in the U.S., Director Blanco also
has acknowledged that the U.S. is increasingly perceived abroad
as a haven for money launderers.*

Likewise, in its 2020 National Strategy for Combating
Terrorist and Other Illicit Financing (“2020 Treasury Report™),”
the U.S. Department of Treasury highlighted the risk that anon-
ymous companies ot straw purchasers can use real estate transac-
tions to purchase high-value assets that maintain relatively stable
value. This risk is both domestic and foreign and is especially
significant for all-cash purchases, which do not require infor-
mation on the source of funds or identification of a beneficial
owner. According to 2020 Treasury Report, “anonymity in real
estate purchases can be abused in the same way as anonymity in
financial services” and a legislative solution is needed.

Concern by U.S. regulators about real estate has not occurred
in a vacuum. The Financial Action Task Force (“FATE”),
an international AML watchdog group, issued a 2016 report
finding that U.S. regulators’ failure to address and regulate real
estate transactions caused it to lag behind its global partners in
effective AML regulations.® The report highlighted the fact
that U.S. real estate professionals were not required to system-
atically apply basic or enhanced due diligence processes to their
customers, including gathering information regarding beneficial
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ownership information. FATF also noted that 25 per cent of
the U.S. real estate market does not involve financing — particu-
larly in high-end transactions. Although FATF acknowledged
the limited role of real estate agents, it stated that they did not
“appear to understand what the [money laundering] risks in rela-
tion to high-end real estate are or what the appropriate mitiga-
tion measures would be”.

Despite the explicit inclusion of “persons involved in real
estate closings and settlements” in the definition of a “finan-
cial institution” under the Bank Secrecy Act (“BSA”),” FinCEN
to date has not issued regulations regarding real estate brokers,
escrow agents, title insurers, and other real estate professionals.®
Nonetheless, FinCEN has responded to the above concerns by
engaging in years of de facto regulation as to certain businesses by
issuing Geographic Targeting Orders (“GTOs”), beginning in
2016. The GTOs reflect FinCEN’s increasing interest in the real
estate industry, and strongly suggest that data collected through
the GTOs will be used to support proposed BSA/AML law or
regulation regarding the real estate industry.

As noted, concerns over money laundering and real estate
are global. As an example, we will discuss the U.K., which has
emerged as a perceived safe haven for money launderers looking
to take advantage of a high-end real estate market, particularly in
London. Asin the U.S., the core problems are anonymity, the use
of shell companies, and lack of beneficial ownership information.

Finally, and regardless of any AML regulatory requirements,
real estate professionals — like all professionals — always are
subject to the basic U.S. criminal money laundering statutes,
which prohibit engaging in or aiding and abetting money laun-
dering. The key issue in such investigations and prosecutions
often is whether the professional knew that the transaction
involved tainted money. Civil forfeiture of real estate properties
also remains a risk for industry professionals.

Current U.S. AML Considerations for the Real
Estate Industry

Since 2016, FinCEN has issued GTOs which impose require-
ments on title insurance companies for transactions occurring
in particular U.S. locations for transactions that are not financed
by loans from financial institutions. Since then, FinCEN has
extended the GTOs every six months.’

Specifically, U.S. title insurance companies must identify the
natural persons behind legal entities used in purchases of resi-
dential real estate performed without a bank loan or similar
form of external financing. Title insurance companies must file
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a special Currency Transaction Report, or CTR. These records
must be retained for five years from the last effective day of the
most recent GTO and must be available to FinCEN and to law
enforcement upon appropriate requests.

The GTOs currently apply only to “Covered Businesses”,
which are defined as title insurance companies and their subsid-
iaries. As of April 2020, a “Covered Transaction” is defined as:
[ a cash transaction — including a currency, cashier’s cheque,
certified cheque, traveller’s cheque, personal cheque, busi-
ness cheque, money order in any form, funds transfer or
virtual currency — including a transaction in which only
a part of the purchase price was made using one of these
methods of payments;
without a bank loan or similar form of external financing;
of residential real property;
with a purchase price of $300,000 or more; and
purchased by a “Legal Entity.” A “Legal Entity” is broadly
defined and includes a corporation, limited liability company,
partnership or other similar business entity, formed under
the laws of the U.S. or any foreign jurisdiction.

The filed report must include the following information:

m  the legal entity making the purchase;

m  the individual responsible for representing the legal entity,
thatis an individual authorised by the entity to enter legally
binding contracts on behalf of the entity; and

m  the beneficial owner(s) of the legal entity, among other
detailed information about the parties involved in the
all-cash transaction.

The “beneficial owner” who must be identified is defined as
“each individual who, directly or indirectly, owns 25 per cent or
more of the equity interests of the Legal Entity purchasing real
property in the Covered Transaction”. This definition tracks
the Beneficial Ownership rule issued by FinCEN for customer
due diligence for new legal entity accounts by focusing on 25
per cent or more ownership percentage, but it differs from the
Beneficial Ownership rule by not including a “control” prong
in its definition of a beneficial owner. FinCEN has stated that
a Covered Business can rely on documents presented to it when
investigating the beneficial owner of a legal entity.

Under the GTO issued in November 2019, the following nine
districts are included:

[ California: San Diego; Los Angeles; San Francisco; San

Mateo; and Santa Clara Counties.

Florida: Miami-Dade; Broward; and Palm Beach Counties.

Hawaii: City and County of Honolulu.

Illinois: Cook County.

Massachusetts: Suffolk and Middlesex Counties.

Nevada: Clark County.

New York: Boroughs of Brooklyn; Queens; Bronx; Staten

Island; and Manhattan.

[ Texas: Bexar; Tarrant; and Dallas Counties.

m  Washington: King County.

The 2020 Treasury Report confirmed that the government
regards the GTOs as valuable investigative leads and included
statistics on the types of information that FinCEN has been able
to gather from the GTOs.

m 6,303 transactions (35 per cent of all reported transac-
tions) involved subjects identified in a Suspicious Activity
Report (“SAR”), and of those transactions, 1,082 matched
to higher-risk SARs.

m 2,002 transactions (11 per cent of all reported transac-
tions) involved a foreign beneficial owner or purchaser
representative.

m 385 of those foreign buyer-transactions (or 19 per cent)
involved a foreign beneficial owner or purchaser repre-
sentative who is the subject of a SAR.

ICLG.com
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m  Foreign buyers are disproportionately likely to be the
subject of a higher risk SAR — 206 of the 385 foreign
buyer-transactions with a related SAR (or 54 per cent)
involved SAR reporting high-risk activity: more than three
times the rate for domestic buyers (15 per cent).

The 2020 Treasury Report also cites a study finding that
all-cash purchases by legal entities declined by 70 per cent
immediately following the first real estate GTO. The 2020
Treasury Report concludes that the study “suggests that trans-
parency initiatives like the GTOs have an impact in markets
where anonymity is highly valued, but also highlights the need
for a more comprehensive and permanent solution”.

As noted, FinCEN issued in August 2017 an Advisory on
the real estate industry which indicated FinCEN’s growing
concern with money laundering risks in the industry. Although
the Advisory created no legal obligations, it suggested prac-
tices that it expected industry members to be aware of. The
Advisory urged real estate professionals to voluntarily file SARs
to report suspicious transactions. It is clear from the Advisory
that FinCEN believes that real estate professionals “are well-po-
sitioned to identify potentially illicit activity as they have access
to a more complete view and understanding of the real estate
transaction and of those involved in the transaction”. FinCEN
listed certain facts and circumstances that may lead to such a
filing, such as when the transaction:

m  lacks economic sense or has no apparent lawful business
purpose. Suspicious real estate transactions may include
purchases/sales that generate little to no revenue or atre
conducted with no regard to high fees or monetary penalties;

®m s used to purchase real estate with no regard for the prop-
erty’s condition, location, assessed value, or sale price;

®m  involves funding that far exceeds the purchaser’s wealth,
comes from an unknown origin, or is from or goes to
unrelated individuals or companies; or

m s deliberately conducted in an irregular manner. Illicit
actors may attempt to purchase property under an unre-
lated individual’s or company’s name or ask for records
(e.g., assessed value) to be altered.

The above potential red flags also may guide the filing of
GTOs: the CTR form used for such filings contains a box to be
checked when the transaction is also regarded as “suspicious”.

Non-Bank Residential Mortgage Lenders and Originators

(“RMLOs")

The BSA defines a “financial institution” to include, among other
things, a loan or finance company." This term remained unde-
fined until 2009, when FinCEN issued a proposed rule soliciting
comments on whether to include RMLOs in the definition of a
“loan or finance company” for the purpose of requiring them to
establish AML programmes and to report suspicious activities
under the BSA.? In 2012, FinCEN issued a final rule providing
that loan or finance companies included (only) RMLOs, and
requiring RMLOs to establish AML programmes and file SARs
when required.”” When issuing this rule, FinCEN noted that its
requirement was motivated in part by FinCEN’s finding that
“independent mortgage lenders and brokers originated many
of the mortgages that were the subject of bank SAR filings”.
FinCEN has defined a RMLO as “[a] person who accepts a resi-
dential mortgage loan application or offers or negotiates terms
of a residential mortgage loan”, but has excluded individuals
financing the sale of their own property.”* Importantly, the defi-
nition is limited to mortgage loans involving residential proper-
ties containing only one to four units.
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Over 17 years ago, in April 2003, FinCEN more broadly
issued an advanced notice of proposed rulemaking regarding
AML programme requirements for persons involved in real
estate closings and settlements"™ — but it never issued a final
rule. Now, given the data from years of GTOs, coupled with
the heightened global scrutiny of the real estate industry, such
regulations finally may occur.

Recent Proposals to Expand BSA/AML Duties
as to Real Estate Transactions

Although the GTO programme has been successful and
FinCEN repeatedly has expanded its scope since 2016, the
GTOs, by their very nature, leave open wide swaths of the real
estate industry and uncovered the vast majority of the country.
Recently, Congress has attempted to fill those gaps through
legislation intended to make GTOs permanent and to expand
their reach nationwide.

Under the Defending American Security from Kremlin
Aggression Act (“DASKAA”), a sanctions bill targeting Russian
interests' introduced in the U.S. Senate on February 13, 2019,
title insurance companies would have to “obtain, maintain, and
report to the Secretary information on the beneficial owners
of entities that purchase residential real estate in high-value
transactions in which the domestic title insurance company
is involved”.” “Beneficial Owner” would retain its definition
in the GTO programme, applying to all 25 per cent or more
interest holders in an acquiring entity.”® Because the require-
ments would apply nationwide, FinCEN would be required to
establish appropriate monetary thresholds based on the real
estate market at issue.”

Additionally, legislation entitled “Improving Laundering Laws
and Increasing Comprehensive Information Tracking of Criminal
Activity in Shell Holdings” (the “ILLICIT CASH Act”) was
introduced in June 2019.%° This legislation calls for the expansion
of the GTOs by imposing reporting obligations on “any person
involved in a transaction related to the purchase and sale of real
estate”. The scope of this expansion continues to be uncertain,
including whether it would apply to both residential and commer-
cial transactions. On October 23, 2019 the U.S. House passed
H.R. 2513,* a two-part Act which sets forth in its initial section
the Corporate Transparency Act (“CTA”). The CTA would
require defined U.S. companies to report identifying information
on their beneficial owners to the Treasury Department — so that
such information would be available to both the government and
financial institutions performing their own AML duties.

However, it is far from certain that any of the above proposals
will become law, at least in the foreseeable future. In the mean-
time, FinCEN continues renewing its targeted GTOs.

AML Considerations for Real Estate in
Europe: A U.K. Case Study

Concerns over money laundering and real estate are hardly
confined to the U.S. We will discuss here the U.K., which has
emerged as a perceived safe haven for money launderers looking
to stash their ill-gotten gains in a reliable and expensive real
estate market. The U.K.s Treasury Department has identified
real estate as a “weak link” in the U.Ks AML regime.”* Indeed,
an estimated /4.4 billion ($5.7 billion) of investment in U.K.
real estate stems from “politically exposed persons [“PEPs”] in
high-corruption-risk jurisdictions”.? Until recently, the UK.
lacked the laws and accompanying regulations to effectively
address money laundering via real estate.

In April 2016, the explosive Panama Papers (“Papers”) scandal
underscored this vulnerability. It revealed that, among other
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things, 2,800 companies registered overseas were connected to
over 6,000 title deeds in the U.K. worth at least /7 billion.*
The Papers also shed light on a number of alleged high-profile
money laundering schemes impacting the UK., including one
perpetrated by Pakistan’s then-prime minister, Nawaz Sharif.
Specifically, the Papers revealed Sharif’s purchase — via his then-
minor children — of a luxury London property through offshore
companies in the British Virgin Islands in the mid-1990s.
Following these revelations, Sharif was sentenced to 10 years
in prison arising from charges that he used a complex series
of transactions and shell companies to funnel the proceeds of
public funds embezzled from Pakistan into assets in London.”

In a more recent example, separate from the Papers, the
stepson of the Malaysian prime minster, Riza Aziz, allegedly used
funds originally from 1Malaysia Development Bhd (“I1MDB”) —
at the heart of a massive international money laundering scandal
— to purchase a £23.25 million property in London.*® These are
just two examples out of the many that abound.”’

Transpatrency International UK, a watchdog at the forefront
of international money laundering, points to the following
(among other) factors as indicative of the vulnerability of the
U.Ks real estate sector: (1) the use of anonymous and opaque
corporate structures to purchase property — as was the case with
Mr. Aziz; (2) PEPs owning luxury property; and (3) lax AML
compliance in the private sector.”® As a result of these vulnera-
bilities, the U.K. — and especially London — has become a haven
for international money launderers. This, in turn, has driven
up the price of U.K. real estate and made it increasingly less
affordable for the average resident.”

In an effort to combat money laundering via real estate,
the U.K. has sought to enact a variety of legislative reforms in
recent years targeting this industry. Following the May 2016
Global Anti-Corruption Summit hosted in London, the U.K.
announced it would be introducing a public beneficial owner-
ship register of overseas companies that own U.K. land titles.*
The bill — not yet passed — seeks to identify the true owner-
ship of properties to better identify those properties purchased
through illicit proceeds. The government intends to make the
registry public by 2021 and owners who fail to comply with the
directive could be sent to prison for two years and fined.”

In addition, since 2017, the U.K. has required real estate
agents to comply with “know your customer” requirements on
buyers and sellers. These requirements include collecting docu-
ments verifying a sellet’s or buyer’s identity and address and typi-
cally requires agents to meet their clients face-to-face and assess
whether their explanation for their wealth appears plausible.*

Moreover, in January 2018, the UK. enacted an order —
titled an “Unexplained Wealth Order” — that empowers certain
enforcement agencies to investigate and seize assets over
£50,000 owned by a person “who is reasonably suspected of
involvement in, or of being connected to a person involved in,
serious crime”.” U.K. law enforcement has implemented this
new tool and, later in 2018, used it to investigate how Zamira
Hajiyeva, wife of an Azerbaijani banker, purchased a [11.5
million house in London based on her husband’s government
salary. Her husband was subsequently sentenced to 15 years in
prison for fraud and embezzlement.**

Finally, in another show of the U.K.’s enhanced scrutiny of the
real estate sector, Her Majesty’s Revenue & Customs (“HMRC”)
in March 2019 launched its most high-profile crackdown to date
on the sector, raiding 50 real estate agencies suspected of failing
to register under AML rules and imposing fines on others.”
These efforts appear to be working and have decreased prices in
London’s top-end real estate market as agents and other industry
professionals increasingly comply with AML regulations.*
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Criminal Money Laundering Exposures for
Real Estate Professionals

The Money Laundering Statutes

Beyond any purely regulatory duties, professionals involved in
real estate transactions cannot disregard the U.S. federal criminal
money laundering statutes, which may apply in extreme cases.
Very generally, the offence of money laundering under 18
U.S.C. §§ 1956 or 1957 involves a financial transaction conducted
with the proceeds of a “specified unlawful activity”, or “SUA”,
while knowing that the proceeds were earned through illegal
activity. The list of potential SUAs identified by Congress is
specific but also extremely long (over 200 separate crimes).”” As
a practical matter it encompasses almost any conceivable crime.
Further, Section 1956 generally also requires the defendant to
act with one of four possible intents: an intent to conceal or
disguise the nature, location, source, ownership or control of
the SUA proceeds; to promote the underlying SUA; to avoid a
transaction reporting requirement, such as a SAR; or to commit
the offence of tax evasion or filing a false tax return. However,
Section 1957 — the so-called “spending” money laundering
statute — merely requires a transaction involving over $10,000
and knowledge that the proceeds were derived from criminal
activity. Section 1957 is incredibly broad and can apply to any
transaction, no matter how mundane and even in the absence
of any effort at concealing the transaction — so long as SUA
proceeds over $10,000 were involved, and knowledge existed.

Knowledge: the Key Element

Typically, the key element in money laundering cases focused
on a third-party professional — Ze., the real estate agent, lawyer,
accountant, banker, merchant or other professional who had no
direct involvement in committing the underlying SUA but who
later assisted the person who committed the underlying SUA with
subsequent financial transactions involving the resultant proceeds
—is knowledge. I.e., when the real estate professional helped the
client acquire a property, did he or she know that the funds used
to purchase the property (or pay rent) came from illegal activity?

When contesting the existence of knowledge, the professional
may claim to have relied in good faith upon misinformation from
others, and/or to have been so removed from events that he or
she never learned the pertinent facts. As a result, the doctrine
of “deliberate ignorance” or “willful blindness” has been instru-
mental in the government’s success in many of these prosecutions.
Under this doctrine, a professional may be found to have guilty
knowledge (here, that the proceeds derived from an SUA) if the
defendant knew of a high probability that a transaction involved
tainted funds and deliberately avoided learning the truth. The
doctrine of willful blindness represents a powerful tool for the
government, particularly in regards to third-party professionals.
Prosecutors successfully have used the willful blindness doctrine
to convict real estate agents,* lawyers, accountants, bankers, and
other professionals of assisting in financial transactions involving
the proceeds of schemes performed by others, despite the fact that
the professionals had no involvement in the underlying SUAs.

Of course, sometimes a real estate professional is directly
involved in the SUA — not surprisingly, numerous mortgage
fraud prosecutions involve defendants who are real estate profes-
sionals charged with both the underlying fraud and money laun-
dering.”” There, knowledge is much more clear, and the main
issue usually is whether the underlying criminal scheme actu-
ally occurred.
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International Real Estate Transactions

High-end real estate transactions often involve buyers, funds and
activity located outside of the U.S. Simply put, the money laun-
dering statutes are broad and often can apply to such situations,
including when the alleged SUA providing the dirty money occurs
entirely abroad. Section 1956 defines “SUA” in part to specifically
include a range of foreign offences, including bribery and public
corruption, so long as the resulting financial transaction at issue
was conducted in whole or in part in the United States.” Moreover,
Section 1956(f) extends jurisdiction over extraterritorial conduct
when “the conduct is by a United States citizen or, in the case of a
non-United States citizen, the conduct occurs in part in the United
States”, and the transaction has a value exceeding $10,000."" Thus,
Section 1956(f) applies to financial transactions which occur in whole
or in part in the U.S.; it does not require physical presence in the
U.S. Likewise, “conduct” occurring in the U.S. is not limited solely
to physical activity; electronic conduct, such as a wire transfer into
the U.S. from abroad, might satisfy Section 1956(f) and provide
U.S. prosecutors with jurisdiction.

Finally, the international transfer of funds can itself represent
money laundering. Section 1956 contains a separate prong that
prohibits “international” money laundering that applies to trans-
portations or transfers of funds in or out of the United States.
This prong contains three alternative intent requirements: (i) an
intent to promote an SUA; (ii) knowledge that the transaction is
designed to conceal the proceeds of an SUA; or (iii) knowledge
that the transaction is designed to avoid a transaction reporting
requirement.” Although the statute is not a model of clarity, it
arguably does not even require the funds involved in the trans-
action to be actual SUA funds.”

Forfeiture and Real Estate

Complementing the criminal sanctions applicable to money
laundering offences, 18 U.S.C. § 981 sets forth a powerful tool
for sanctioning money laundering violations by subjecting
property traced to both domestic and international criminal
offences to civil forfeiture to the United States.** Specifically
as to domestic money laundering offences, it subjects to forfei-
ture “[a]ny property, real or personal, involved in a transaction
or attempted transaction in violation of section 1956, 1957 or
1960 of this title [described above], or any property traceable to
such property.”™ Concerning international offences, the statute
reaches “[a]ny property, real or personal, within the jurisdiction
of the United States, constituting, derived from, or traceable to,
any proceeds obtained directly or indirectly from an offense
against a foreign nation, or any property used to facilitate such
an offense, if the offense” involves violations of the Controlled
Substances Act, constitutes a felony in the foreign jurisdiction or
constitutes a felony in the United States.

Civil forfeiture enables the government to achieve multiple
enforcement aims through a single process. First, forfeiture
enables the government to recoup potentially massive sums of
illicitly laundered gains. Second, it often serves as high-profile
examples of the government’s enforcement reach and capabilities,
contributing significantly to the government’s deterrent efforts.

Recent examples illustrate the effectiveness of civil forfeiture
proceedings to combat illicit laundering. In November 2019,
the Justice Department settled a civil forfeiture action against
assets acquired by Low Taek Jho and his family stemming from
their alleged misappropriation from 1MDB, which they laun-
dered through financial institutions around the world, including
in the United States, Switzerland, Singapore and Luxembourg.
As part of that settlement, Jho and the other defendants agreed
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to the forfeiture of $700 million in assets, including high-end

real estate in Beverly Hill, New York City and London; a luxury

boutique hotel in Beverly Hills; and tens of millions of dollars

in business investments.* In June 2017, the federal govern-

ment obtained dual verdicts against 650 Park Avenue, a 36-story

building in Manhattan, valued at up to $1 billion the govern-

ment traced to Iranians convicted of violating American sanc-

tions and money laundering statutes.”
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