Colorado Cybersecurity Summit

October 2, 2019 | 1:00 PM - 5:00 PM
Ballard Spahr, 1225 17th St., First Floor Conference Room, Denver

AGENDA
1:00 PM - 1:30 PM | Registration
1:30 PM - 2:00 PM | Cybersecurity and Federalism: Securing Citizens’ Privacy Rights

Panelists will explore the possibility of federal legislation in the privacy and information security spheres, the
roles of state and federal governments in securing individual rights, and whether the current consent-based
model is an effective approach.

e John Walsh, former United States Attorney General for the District of Colorado
e Gregory P. Szewczyk, Ballard Spahr (CIPP/US)

2:00 PM - 2:15 PM | Break
2:15 PM - 3:05 PM | How To: Managing Against the Evolving Privacy Landscape

Improve your understanding of and ability to prepare for the evolving trends in both the sophistication of
intrusions and the patchwork of legal requirements for privacy and information security issues. Panelists
will provide an overview of today’s privacy risks and how to mitigate against such risks while complying
with competing U.S. state privacy laws.

e Douglas Brush, Vice President of Cybersecutity, Special Counsel/EQ
e Lindsey Schultz, Counsel & Director of Privacy Programs, Western Union
e Malia K. Rogers, Ballard Spahr

3:05 PM — 3:20 PM | Break

3:20 PM - 4:10 PM | Law Enforcement Perspective: Assistant Colorado Attorneys General Discuss
First Year Under Colorado’s New Cybersecurity Law

Panelists will provide a brief overview of Colorado’s cybersecurity law, which was enacted in 2018, followed
by an in-depth discussion with the attorneys who have enforced it about what they have seen and lessons
learned during the law’s first year.

e Mark Bailey, Colorado Senior Assistant Attorney General, Consumer Fraud Unit
e Dan Pietragallo, Colorado Senior Assistant Attorney General, Consumer Fraud Unit
e J. Matt Thornton, Ballard Spahr

4:10 PM - 4:30 PM | Break

4:30 PM - 5:00 PM | Keynote Speaker: Phil Weiser, Attorney General of the State of Colorado
SPONSORS



